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This user manual has been prepared for the use of UIDAI certified
Mantra MFS110 Biometric device only. The instructions mentioned
in this user manual may vary with other brands of UIDAI certified
biometric devices.
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List of UIDAI Certified Biometric Authentication Devices.
Please click here on this link to see the list of Aadhar approved biometric devices, your device should be one of this list.

https://uidai.gov.in/images/resource/list of UIDAI certified device vendors 06 05 2021.pdf

This documentations is prepared for Mantra RD Service & MFS110 Driver Setup.
Installations process will be different for different manufacture devices accordingly you should follow your device manufac-

turer guidelines for installations.

1. Download link for Mantra RD Service Setup.
Registered device service of MFS110 is fully compatible with latest Aadhar Authentication API .

Registered device service Setup for MFS110 is available on our download portal

https://www.mantratec.com/Download/User

MAHTRA Solutions v  Software v  Products v  Technology v Brands v  Partners v  Support v

Products Category Products

Authentication Devices - Aadhaar ﬁ % H

MIS100 V2 MFSTIO (L1) MARCTI (L7)
Documents Driver RD Service RD SDK Developer
A A A A

(POF] (POF] (PoF) (POF]

m’:“i‘:"” MFSTIO RD Service MFSTIO Datasheet MFSTIO User Manual Anroid MFSTIO RD Service Manual
Version:- 110 Version:- 1.0.0 Version:- 100 Version:- 1.0.0
Download Counts:- NA Download Counts:- 16.03K+ Download Counts:- NA Download Counts:- NA
File Size:- 1612MB File Size-- 295KB File Size:- 1914MB File Size-- 427KB
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Click on both link and download.

Download MFS110 RD Services
Download MFS110 Drivers

Install Mantra RD Service & MFS110 Driver Setup.
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2. Mantra MFS110 Driver Setup Installation.

1. Start installation:

Right click on setup file and select “Run as administrator”.

Note: To install MFS110 scanner drivers and necessary service, setup need to access system32
folder. In this case setup need administrator privileges.

A

Name Date meodified Type Size

€ MFS110Driver 13-04-2023 1239 Application 4949 KB
Open

® Run as administrator
Troubleshoot compatibility
Pin to Start

2. Welcome Wizard and Destination Location:

& Setup - MFS110Driver version 1.1.0.0 —

Ready to Install
Setup is now ready to begin installing MF5110Driver on your computer.

il

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\MantraMFS 110'Driver

Install Cancel
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3. Finish Driver Installation

. Setup - MF5110Driver version 1.1.0.0 -

Completing the MFS110Driver
Setup Wizard

Setup has finished installing MFS 110Driver on your computer,

Click Finish to exit Setup.
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3. Mantra MFS110 RD Service Installation .

1. Start installation:

e Right click on setup file and select “Run as administrator”.
¢ Note: To install Mantra RD Service, setup need administrator privileges.

& MantraMFS110RDSery i G dr “1754 KB
Open

9 Run as administrator
Troubleshoot compatibility
Pin to Start

2. Welcome Wizard:

. Setup - Mantra MF5110 Registered Device Service version 1.0.1 T *
Select Start Menu Folder
Where should Setup place the program's shortouts?
n —
B— Setup will create the program's shortcuts in the following Start Menu folder.,

O ———
To continue, dick Mext, If you would like to select a different folder, dick Browse.,

Default' Browse...

[ ]Don't create a Start Menu folder
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3. Destination Location:

@ Setup - Mantra MF5110 Registered Device Service version 1.0.1 — X

Ready to Install
Setup is now ready to begin installing Mantra MFS110 Reaqistered Device Service
on your computer,

Click Install to continue with the installation, or dick Back if you want to review or
change any settings.

Destination location:
C:\Program Files\Mantra\RDService \MF5 110

Start Menu folder:
(Default)

Back || Instal | Cancel
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4. Finish RD Service Installation:

& Setup - Mantra MF5110 Registered Device Service version 1.0.1 —

Completing the Mantra MFS110
Registered Device Service Setup
Wizard

Setup has finished installing Mantra MFS110 Registered Device
Service on your computer, The application may be launched by
selecting the installed shortcuts.

Click Finish to exit Setup,

e After installation of RD Service, it can be found under Services form “Control Panel\AIll Control
Panel Items\Administrative Tools”.

. Services (Local)

Mantra MFS110 AVDM Mame % Description Status Startup Type Log On As
‘-E};Mantra AVDM Mantra Aad... Running  Automatic Local Syste..,

Stop the service * {\Mantra MFS110 AVDM MantraMFS... Running Automatic  Local Syste..

Restart the service

@EMantra MIS100VZ AVDM Mantra MIS... Running  Autematic Local Syste...
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4. MFS110 L1 Registered Device

®  When RD Service will detect device then it will convert it into registered device and user will be noti-
fied with success response by RD Service

® After that you need to unplug and plug your device.

!

MANTRA AVDM

fou have successfully converted device into aadhaar
registered device.
Kindly unplug and plug your device again.

Ver: 1.1 OK

® |f your device is not listed at Mantra Management Server than user will be notified with below message
so in this case you need to contact with our Servico Team at http://servico.mantratecapp.com Or
+91-79-49068000.

MANTRA AVDM

!

Emor: -215{Please get t registered your fingemprint
device at: a) servico mantratecapp.com b) Or call on
+91-75-45068000 )

o

x

*  Once registered MFS110 device will be plugged to the system, RD service will detect it automatically and
validate it on Mantra’s Management Server.
®  Once validation competed then it will generate below popup for user information.

Framewaork is ready to use
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5. RD Service Test Application

1) HTTP: http://rdtest.aadhaardevice.com/
2) HTTPS : https://rdtest.aadhaardevice.com/ (Test https URL if your website is in https)

e By running RD Service Test application, user can detect all RD Services installed in their system.

Select Option to Capture
AVDM DafaType ~ Wadh Finger Count Face Count I Type
(READYHH100anta FSHH0 Auhenication Vendor Device Menager —~ v/| X v 1 v o v SEHECT v

e User can get Device Information which is connected to its system.

Select Option to Capture

ADM DetaType Wach Finger Count Fate Count I Type:
{READY-11100)Mantra MF3 110 Autenticaion Vendor Device Menager vio[X v | vi 0 v| | SELECT v
Timegut Pidver Env Clint Key Irs Gount Finger Type Faee Type
10000 v N v v| | Enterfedt ] v/ AR v| | SELECT v
Pimeout PGGount P

000 v |1 v Enterert

AVDM/ Device Info Pid Optons

<Ml version="10"?»
<Deviceinfo dpld="MANTRAMSIPL' rdsid="RENESAS MANTRA 001" reier="1 0.0" mi=' MFS 110

YySp2DFAUBVBANTOU
3 L2 bR B 0chQgTHRIAREAVDY QOHEWESGHZGRYNG
ETAEUNTADNTUMNDWMDR SOy TATMTCMTENTEGM GOV KoZh AR B ¥
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e By calling capture function of RD service, user can capture biometric data.

Select Option to Capture

ADM DataType Wadh Finger Count Face Count Iris Type

READY-11100)Mantra MF: ation Vendor Device Manager v v 1 v 0 v SELECT v
Timeout Pidver Env Client Key Iris Count Finger Type Face Type

10000 v 20 v PR v Enter text 0 v FMR v SELECT v
PTimeout PGCount oTP

20000 v v

AVDM / Device Info Pid Options

Pid Data

Mantra Management Server

e |tis necessary that RD service installed in client machine must interact with Mantra’s
Management Server.

e For that, client machine must access the domain https://aadhaardevice.com and it’s all sub-
domains.
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6. Proxy Setting

Proxy in Network (if proxy is required to connect internet)

> After installation of RD Service below Application - Config Mantra MFS110 RDSer-
vice shortcut will be available on ‘desktop’ as well as in ‘All Programs’.

Config Mantra IRIS RD5Service

!

Lonfig » Config Mantra MFS110 RDService
Pantra

PMESTT0
RDService | % Config Mantra RD5Service

Enter Proxy Server Enter Proxy Port

Configure Mantra RD Service

Proxy Settings

Proxy Server Porxy Server ' Proxy Port Port

Keep blank UserName & Password if Proxy Authentication is not required
User Name Passwaord

[restprory ||| sove prox | '

T — 1
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» Enter Username and Password if Proxy Authentication is required otherwise keep as
Blank.

. ‘Con'ﬁgure Mantra RD S

L

Proxy Settings

Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

ve Pro
1 X

Proxy Settings

Proxy Server 192.168.1.207 Proxy Port 809

Keep blank UserName & Password if Proxy Authentication is not required

User Name Password

» You need to “Unplug and Plug” device so RD Service will take that proxy setting to
communicate “Mantra Management Server”.
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-
" Local Area Network (LAN) Settings ﬁ

Automatic configuration

use of manual settings, disable automatic configuration.
Automatically detect settings
|:| Use automatic configuration script

Proxy server

dial-up or VPN connections).

Bypass proxy server for local addresses

Automatic configuration may override manual settings. To ensure the

Use a proxy server for your LAN (These settings will not apply to

Address: | 192.168.1.99 Port: 808

[ O ] [ Cancel

]

7. Browser Configuration for RD Service

1) Chrome

If Web Application which is calling RD Service API is running on HTTP then configure your
chrome browser as below. Browse below URL to change value to ‘Disable’ for ‘Block inse-
cure private network requests’

chrome://flags/#block-insecure-private-network-requests

<

C & Chrome | chrome://flags/#block-insecure-private-network-requests

Block insecure private network requests.

Prevents non-secure contexts from making subresource requests to more-private IP
addresses. See also: https://developer.chrome.com/blog/private-network-access-update/ —
Mac, Windows, Linux, ChromeOS, Android, Fuchsia, Lacros

#block-insecure-private-network-requests

Send Private Network Access preflights

Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. Failed preflights display warnings in DevTools without failing entire request. See
also: https://developer.chrome.com/blog/private-network-access-preflight/ — Mac,
Windows, Linux, ChromeOS, Android, Fuchsia, Lacros
#private-network-access-send-preflights

Respect the result of Private Network Access preflights
Enables sending Private Network Access preflights ahead of requests to more-private IP
addresses. These preflight requests must succeed in order for the request to proceed. See

Q@ e« »0a :

Default

v

Default

Enabled

Disabled

Default

d |

Default

v -
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2) Firefox
Browse below URL to change value to TRUE for ‘network.websocket.allowInsecure-

FromHTTPS’ about:config

< C @ &) Firefox  about:config

oty noeo £

C. network.websocket.allowlnsecureFromHTTPS Show only modified preferences

twork.websocket.
network.websocke! o 2 =

allowlnsecureFromHTTPS

3) Microsoft Edge

Browse below URL to change value to ‘Disable’ for ‘Block insecure private network requests’

edge://flags/#block-insecure-private-network-requests
O e | edoe/Magsstiock o prvatenehorkeguest
Q Seachfas Reseall

O Block insecure private network requests,

nesource requests o more-private P
bresoutce reests o more-priv Uikl v
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Innovetion that connt

4) Internet Explorer

@& hitps://download.mantratecapp.com/rd 2 ~ & C || & RD Service Client k] 12
| — e S——— e o—
Select Option to Capture Lot 5
S — File
Initialized Framework | Intemet Options 2] = — T
inger Coun
D AVD P— = P— ik Safety
= I "'I. = l')"'. acy | Content | [ rograms [ advanced| You can add and remove websites from this zone. Al websitesin | | 11S Count o
3 this zone will use the zone's security settings, Add site to Start menu
= D . . ace Count | 0
Select a zone to view or change seaurity settings. 6. add Url shown in below images View downloads Ctrl+)
0 Q J ® Add this website to the zone: Manage add-ons
| hitp Add
Internet  Local intranet | Trustedsites | Restricted JLpx J REIEEEEEL S
PERSONAL IDENTITY| 4 websites: e S
b =i http://127.0.0.1 [ Remove - Compatibility View settings
Name: This zone contains websites that you P SSEEmR ing;
— | trust not to damage your computer or ——————— 2| Internet options
Match Strategy:|| ® Ex; | your files. L& http:/flocalhost =
You have websites in this zone. — About Internet Explorer
Local Name: ity el o e | 1 me;
DOB: [] Require server verification (htips:) for all sites in this zone il
Custom 7. if your site using only "http"” insted of "https"”
Phone: Custom settin X el e te;
ustom settings. then you can uncheck this box
-To change the settings, dick Custom level. ®
DOB Type: select -To use the recommended settings, dick Default level. gy Exact
PERSONAL FULL AD ["] Enable Protacted Mode (requires restarting Internet Explorer)
Match Strateg; (customievel... ] [_pefoutieve | |EE:|| Select v| Local Match Value:|[Select v|
| Resetal zones to defaultlevel |
Address Valud)| Local Address:
i ok cancdl | [ Apply
avdm/device info

| General | security | Privacy | Content | Connections | Programs | Advanced |

Settings
[ Enable Enhanced Protected Mode™ -

Uneckeck this check box if
it is checked.

| Enable Strict P3P Validation™
7] Send Do Mot Trad requests to sites you visit in Intemnet £

E—,‘ is&lo Check all these check box
] usa TS 1.0 if it is unchecked
[#] use s 1.1
[¥] UseTLS 1.2 S
7 ‘Wiarm about certificate address mismatch™ / Click "OK"
[ Warn if changing between secure and not secure mode 4 /
[#] Warn if POST submittal is redirected to a zone that doesn ™
i P— O T » / Restart "Internet
*Takes effect after you restart your computer / Explorer” browser and then
| Restore advanced sepfigs | |test again for capture finger

Reset Internet Explorer settings
Resats Internet Explorer’s settings to ther default
oondition.

You should only use this if your browser is in an
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8. Configure System Time Zone

s B
= Date and Time ﬁ

Date and Time | Additional Clocks | Internet Time

Date:
Friday, August 18, 2017

Time:
3:19:22 PM i

[_1 Change date and time... H

Time zone

I (UTC+05:30) Chennai, Kolkata, Mumbai, New Delhi I

[ Change time zone...

Daylight Saving Time is not observed by this time zone.

Get more time zone infoermation enline

How do I set the clock and time zone? ||

[ QK. ] [ Cancel Apply

9. Device Registration on Management Server

To list device pre-production or production, send serial number of device to
servico@mantratec.com
079-49068000 or 079-69268000

10. Technical Support

Mantra Support Team

servico@mantratec.com

079-49068000 or 079-69268000

This information can be shared with your clients or end user for any kind of technical support.
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